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1) Introduction 
 

Background to the General Data Protection Regulations (‘GDPR’) 
 

The General Data Protection Regulations 2018 replaces the EU Data Protection 
Directive of 1995 and supersedes the laws of individual Member States that were 
developed in compliance with the Data Protection Directive 95/46/EC.  Its purpose is to 
protect the “rights and freedoms” of natural persons (i.e. living individuals) and to ensure 
that personal data is not processed without their knowledge, and where possible, that it 
is processed with their consent. 

 
Definitions used by the organisation (drawn from the GDPR) 

 
Material Scope (Article 2) – the GDPR applies to the processing of personal data wholly 
or partly by automated means (i.e. by computer) and to the processing other than by 
automated means of personal data (i.e. paper records) that form part of a filing system 
or are intended to form part of a filing system. 

 
Territorial scope (Article 3) – the GDPR will apply to all controllers that are established in 
the EU (European Union) who process the personal data of data subjects, in the context 
of that establishment.  It will also apply to controllers outside of the EU that process 
personal data in order to offer goods and services, or monitor the behaviour of data 
subjects who are resident in the EU. 

 
2.  Definitions 
 

Establishment – the main establishment of the controller in the EU will be the place in 
which the controller makes the main decisions as to the purpose and means of its data 
processing activities. 

 
Personal data – any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be identified, directly or 
indirectly in particular reference to an identifier such as a name, an identification 
number, location data, a digital identifier or to one or more factors specific to the 
physical, physiological, genetic, mental economic, cultural or social identity of that 
natural person. 

 
Special categories or personal data – personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or a trade-union membership, and 
the processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person’s sex life or 
sexual orientation. 



 

\\SERVER1\Staff Documents\Policies_Word\GDPR Policy.doc  Page 3 of 11 

DfE No. 210/6391 

 
3)  Scope 
 
 The purpose of this policy is to ensure that Cavendish School and the School’s staff and 

students comply with the provisions of the GDPR in regards to the processing of 
personal data.  Any serious infringement of the policy as set out here will be treated with 
all due seriousness by the School and may be considered under disciplinary 
procedures. 

 
 This policy applies regardless of where data is held, i.e. if it is held on personally-owned 

equipment or outside of the school’s establishment. 
 
 All personal data processed by Cavendish School has been determined as both 

necessary and in having a clear lawful basis in its processing.  Any personal data that 
may be used outside of the establishment and the establishment’s data management 
systems for advertising purposes i.e. social media, will be using consent as its lawful 
basis, even where another lawful basis may be in place. 

 
4) Policy 
 

1. Governance 
 

a) Office and Data Protection 
 
The Data Protection Co-coordinator for Cavendish School is Debbie Sycamore 
who is acting as lead supervisory for the establishment of Cavendish School.  
The School, as a corporate body, is named as the Data Controller.  To ensure 
compliance, the Data Protection Committee has been assembled comprising of 
the members of staff who process the most personal data on a day-to-day basis.  
Data protection at Cavendish School has been increased in-line with the GDPR; 
set out in Article 7. 
 

b) Policy Dissemination and Enforcement 
 
 The Data Protection Co-ordinator is responsible for policy dissemination both 

before and continuing on from when GDPR comes into effect.  This will be 
achieved through induction, school-wide training, regular staff briefings and email 
communication.  Any members of staff who feel unaware of Cavendish School 
policies and procedures regarding data protection are urged to contact Debbie 
Sycamore immediately for additional training. 

 
 Forced retention times will be introduced for all staff and student mailboxes in the 

interest of data minimisation and organisation.    Emails older than 90 days 
residing in the default inbox, sent items and deleted folder will be permanently 
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deleted.  Data storage areas, both digital and physical, will be monitored by the 
Data Protection Co-ordinator and Data Protection Committee to ensure security. 

 
c) Implementing Data Protection by Design 
 
 To ensure privacy and data protection is a key consideration in Cavendish 

School’s IT systems, policies and all other projects which involve personal data or 
privacy implications a new Privacy Impact Assessment (PIA) has been created 
and will be a fundamental concern for both new and existing systems. This new 
PIA has been created to identify any risk to personal data at an early stage of 
development; allowing data protection to be integrated at all levels of 
development and usage.  

 
d) Management and Staff Responsibilities  
 

The HR Manager is responsible for reviewing relevant human recourse policies 
and procedures, in order to support managers and employees in understanding 
and discharging their responsibilities for data protection thorough the recruitment, 
induction, training, promotion, discipline procedures. 

 
 The Senior Management Team are responsible for: 
 

 Supporting the Data Protection Co-ordinator with compliance of the policy 
within the day to day activities of the School. 

 Supporting the Data Protection Co-ordinator by ensuring that the policy is 
brought to the attention of all employees and that all employees receive 
appropriate training. 

 Supporting the Data Protection Co-ordinator by ensuring that employees, 
contractors, consultants and volunteers have access only to such personal 
data that is necessary for them to fulfil their duties. 
 

Employees are responsible for: 
 

 Adhering to the terms of this policy. 

 Ensuring that all personal information entrusted to them is kept securely. 

 Ensuring no personal information is disclosed to any unauthorised third 
party. 

 Ensuring that their own personal data held by the School is kept up to 
date. 

 Reporting any breaches or risks in data protection to the Data Protection 
Co-ordinator. 
 

A breach of this policy could, potentially, be considered gross misconduct and 
subject to disciplinary procedure. 
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2) Compliance Monitoring 
 
 The Data Protection Co-ordinator, along with the Committee, will be ensuring 

compliance across the establishment, primarily by undergoing full or departmental 
audits at least once annually.  Full or departmental audits may be carried out 
following a concern or highlight risk outside of the structured audits.  These audits will 
include the reviewing of security measures, data flow, staff mailboxes, data storage 
areas and may include practice Subject Access Requests (SAR’s) 

 
 The Data Protection Committee will meet once a term to discuss any data risks, 

changes to policies / procedures and any other business relating to ensuring 
continued compliance. 

 
3) Data Protection Principles  
 
 The eight overarching principles below are carried forward from Cavendish School’s 

Data Protection Act (DPA) Policy as an overall guidance to how Cavendish School 
conducts the processing of personal data. 

 

 Data must be processed fairly and lawfully. 

 Personal data shall be obtained for specific purposes only. 

 Personal data shall be adequate, relevant and not excessive in relation to the 
purpose(s) for which they are processed. 

 Personal data shall be accurate and where necessary kept up to date. 

 Personal data shall not be kept longer than necessary. 

 Personal data shall be processed in accordance with the data subject’s rights 

 Appropriate technical and organisational measures shall be taken against 
unauthorised or unlawful processing of personal data and against accidental loss 
or destruction of, or damage to, personal data. 

 Personal data shall not be transferred to a county outside if the countries of the 
European Union without adequate protection. 

4) Data Collection 
 

a. Data Sources  
 
 Cavendish School’s data sources have been recorded in the Data Asset Register, 

the Data Ecosystem and the Data Map.  Typically, the data source is a 
prospective student / staff member but data is also passed to Cavendish from 
student’s previous schools, Local Authorities, Government agencies and other 
bodies on a regular basis.   More information can be accessed from the 
documentation previously mentioned.  

 
b. Data Subject Consent 
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 A data subject’s consent will only be relied on as a lawful basis in the 
circumstance regarding the publication of photographs and video outside of the 
establishment i.e. for social media or the School’s website.  A data subject is 
given the option to choose between where these photographs / videos can be 
used in the General Data Protection Consent Form for pupils.  If no consent form 
is returned and stored then the School will assume consent is not given. 

 
c. Data Subject Notification 
 
 Data subjects have been notified of the change in policy via the Data Protection 

Privacy Notice, available on the School’s website, which outlines what personal 
data is collected, why it is processed, the rights of the data subject as well as 
further information, including contact information of the Data Protection Co-
ordinator. 

 
d. Third-party privacy notices have been collected, filed and signed where needed to 

ensure any organisation that acts as a data source or an organisation we pass 
data onto has a privacy notice in place.  As stated in the previous clause, 
Cavendish School’s privacy notice is available from the School’s website. 
Cavendish School’s staff have been given an amended version of the privacy 
notice, tailored more specifically towards information processed from this type of 
data subject.   

 
5) Data Use 
 

a. Data Processing 
 
 Cavendish School collects a large amount of personal data every year including: 

staff records, names and addresses, contact information, academic reports and 
results, references, attendance information, photographic / video data and various 
types of research data used by the School.  In addition, it may be required by law 
to collect and use certain types of information to comply with the statutory 
obligations of Local Authorises, Government agencies and other bodies.  
Cavendish School need to process personal data to ensure data subjects are 
supported in their learning, are having their individual needs met and providing a 
safe environment.  This data helps the School to monitor progress, provide 
appropriate pastoral care, provide any additional services that may be required 
and enables Cavendish School to meet legal requirements. 

 
The varying lawful basis for processing these different types of data is 
documented in the Data Assess Registry where more information is available.  
 

b. Special Categories of Data 
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 From the Special Categories of data set out by the GDPR, Cavendish School 
process the following types of data: 

 

 Health information 

 Ethnicity 

 Religion 
 

This information is processed for vital interest reasons in the case of information 
relating to health and to fulfil our obligation to the National Census in the case of 
ethnicity and religious beliefs. 
 

c. Children’s Data 
 
 Children need particular protection when they become a data subject of the 

School as they may be less aware of the risks involved.  A special consideration 
that arises from being a school is the maturing of data subjects and the increased 
probability that consent previously given may be retracted for those 
circumstances where consent is being relied upon.  Under GDPR, only children 
aged 13 or over can give consent for their data to be used, otherwise, a parent or 
guardian must consent on their behalf.  In the case of Cavendish using consent 
as a lawful basis 4.4b) a parent or guardian must consent for an under 13 data 
subject.  A child, of any age, has the same rights as an adult data subject and can 
exercise these rights, for example, in the case of a SAR. 

 
d. SEN Data Subjects 
 
 In the case of a data subject, who has Special Educational Needs, Cavendish 

may choose to have the parent or guardian of the data subject act on the data 
subject’s behalf if it is decided by an appropriate professional) that they cannot 
fully comprehend the information required in a SAR or fully comprehend the 
results of an action being requested by the School in a SAR.  

 
 In this instance, supporting documentation will be obtained from a professional in 

the appropriate field i.e. a therapist, and the Information Commissioner’s Office 
will be consulted before deciding to have a parent / guardian act on the data 
subject’s behalf. 

 
e. Data Quality 
 
 In order to ensure data held on data subjects is correct and current, the Data 

Protection Co-ordinator and Data Protection Committee will ensure any changes 
to personal data are made across all systems currently used.  Any changes from 
a data source will be discussed amount the Committee and the appropriate 
systems managers will be informed. 
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f. Direct Marketing 
 

Cavendish school do not market directly; marketing is performed indirectly 
through such mediums as the School’s website, social media, publications i.e. 
Headteachers letters, newsletters, and on site promotional displays. 

 
6) Data Retention  

 
Cavendish School stores personal data on a data subject for 7 years following 
their departure.  This retention time is to allow academic results and reference 
material to be acquired by either data subject or appropriate third-party as well as 
for historical and statistical purposes.  In accordance with our legal obligations 
data regarding a safeguarding for legal case will be stored for 25 years.  After 
data has exceeded the retention time imposed upon it, it will be destroyed in a 
secure manner, as set out in the GDPR. 
 

 Digital data, files and backups erased 

 Physical data and files to be shredded 
 

7) Data Protection 
 
 Data is protected dependant on its format, whether digital or physical.  There are, 

however, procedures in place to protect both types.  Personal data is not to be taken 
outside of the establishment by any member of staff; if data is urgently needed from 
outside of the establishment a remote desktop session must be used.   

 
 Digital data is secured within the establishment with the use of robust software such 

as NTFS permissions, strong password protections at differing levels of data access, 
Egress Switch and with procedures such as restricted network environments for staff 
and pupils. 

 
 Physical data has been reduced and collated into known locations within the 

establishment and secured behind locked doors and / or containers with access 
limited only to those individuals with necessary cause. 

 
The Data Protection Impact Assessment document must also be completed when a 
new system is being considered to identify any new potential security risks. 

 
8) Subject Access Request 
 
 In the event of a Subject Access Request, the member of staff receiving the request 

will have available the Subject Access Request Record which acts as both a step-by-
step checklists of actions to take as well as a record of issues or delays encountered 
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during the process.  The Data Protection Committee will meet, as soon as schedules 
allow, to discuss the specific conditions surrounding the data subject before the 
Subject Access Request Records is followed to completion.  If any data has been 
held back form the data subject on the grounds that it would be harmful to the data 
subject to disclose it to them, this must be documented and the ICO consulted.  The 
specific rights regarding Subject Access Requests are available to data subjects via 
the Privacy Policy.  

 
9) Law Enforcement Requests and Disclosures 
 
 Disclosures to Law Enforcement Agencies (Police) are not compulsory except in 

cases where served with a Court Order requiring information.  Requests from Police 
for access to information must be made in writing via Section 29(3) of the 1998 Data 
Protection Act.  The Police must complete a form, which should then be approved by 
the Data Protection Co-ordinator and Data Protection Committee.   

 
 Employees must not release information to the Police over the telephone.  In cases 

where a request for the Police has been made but a Court Ord er is not served, 
consideration must be given to the implications of disclosure before any action is 
taken.  The School may be required to provide an explanation for any disclosure of 
the data subject’s personal information at a later date and must be able to provide 
justifiable reasons for doing so e.g. where the School believes that failure to release 
the information would prejudice and investigation.  

 
10) Data Protection Training  
 
 Training will be provided to all staff before the GDPR legislation comes into effect and 

the rafter will be undergone annually, along with the audit, to refresh and ensure all 
staff are aware of the School’s Data Protection policy and procedures.  New staff, 
volunteers, PGCE students will be given training on data protection as part of their 
induction. 

 
11) Data Transfers 
 
 Data transfers to third parties will be documented and secure measures will be put in 

place depending on the type of transfer.  An agreement must be in place with the 
School and the data recipient before the transfer is made to ensure the data recipient 
has adequate security measures to protect the data.  The GDPR applies to the 
European Economic Area (EEA), which includes all EU countries and non-EU 
countries Iceland Liechtenstein and Norway.  When personal data is transferred 
outside of the European Economic Area, special safeguards will be in place to ensure 
that the protection travels with the data specific to that transfer.  The Data Protection 
Co-ordinator will be made aware of such transfers and will ensure adequate 
protection is in place. 
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12. Complaints Handling 
  
 Complaints relating to data protection will be taken seriously and must be dealt with 

by both the Data Protection Co-ordinator and Data Protection Committee.  The ICO 
will be consulted in this instance to help identity any risks and steps the School need 
to take as a result of the complaint. 

 
13. Breach Reporting 
 
 In the case of a security breach, the Data Protection Co-ordinator must be made 

aware of the nature of the breach and complete the Breach of Data Record 
document.  The ICO will be made aware of the breach with 72 hours of its discovery 
and measures immediately put in place to combat the breach.  If the breach is likely 
to result in a high risk of adversely affecting individual’s rights and freedoms, the 
School must also inform those individuals without undue delay.  

 
5)  Policy Maintenance 
 

1. Publication 
 
 The publication date of this police is 25th May 2018 
 
2. Effective Date 
 
 The policy is effective from 25th May 2018, in line with the effective date of the GDPR. 
 
3. Revisions  
 
 Revisions to the policy will be made annual as well as after any breach or identified 

risk or when legislation dictates. 
 

6) Related Documents 
  
Breach of Data Record 

 
 Data Protection Impact Assessment (PIA) 
 
 General Data Protection Regulation Consent form for Pupils 
 
 Cavendish School Data Asset Register 
 
 Cavendish School Data Ecosystem 
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 Cavendish School Data Map 
 
 Subject Access Request Record 
    
 
 

 
 

  
  
   

 
 


